Spam Mitigating Guidelines and Best Practices

1. Always check the sender's email according to the footer or display name is it correct or
not.

e Example of spam/scam/phishing

(v e WY W i ves e T W W W
From Weli Kaani <wkaani @yehoo com> £ 9 Reply % ReplyAll|v 4 Forward @ Archive ) Junk (] Delete  More
Subject Re: S/TRANSFER TECH // 1x20'DC BOOKING : ETC 31/08 (TFT-2008-012) Shipment to PT.TUNTEX GARMENT (INDONESIA) // SITGLCJT216924 237F
To 'Weli Kaani-Ricakusuma' <weli@ricakusuma.co.id> 3, Widi' <widi@tk pttuntex.com > £, BANK-DTS <export@dtsbkk.com> ¢
Cc IR TS S AN R 1 nanik@tk pttuntex.com <nanik@tepttuntex.coms> 13, 'Ana’ <ana@tk-pttuntex.co.id> £, Yanti' <yanti@tkpttuntex.com: g, Enny' <enny@idn.pttuntex.com ff, BT TUNTEX (FTK) * Ms. Ratna * <ratna@tk-pttuntexcoid>1, 4 more

Dear Bank,
Consignee confirmed.

Please do go ahead.

Thanks & Regards

Weli Kaani
e-mail - weli@ricakusuma.co.id

HpWA. . +62-811-058-578

PT. RICAKUSUMA LESTARI ABADI

Graha Kana 2" FI, JI. Angkasa 1 Blok B-16 Kav. 4
Kemayoran - Jakarta Pusat 10720 - Indonesia

Tel  :+6221-6586-8166 / +6221-4080-2005
Fax :+6221-6586-7195

On Wednesday, August 26, 2020, 01:56:51 PM GMT+7, BANK-DTS <export@dtsbkk com= wrote:

Dear Weli, ‘
| o

Note: The sender email is different/incorrect



e Example of legit email which has been TAG as spam/phishing

Fiom Sandy Hu <sandyu@Ftekingcomt> 31  Rely % ReplyAl v - Forward & Active @) Jurk [ Delete  More v
Subject RE: ***SPAM** RE: ***SPAM*** RE: P22 PRESENTATION SAMPLES - CHINA 1151AM
To Clarissa <clarissa@idn pttuntex.com §3, Pingping <ping-ping@idn.ptiuntexccom> 1, Beren Lee <berenee@littieking.comtw> §y, Yantia Lin <vantia in@littieing comw> f, Joey Liao <joeylizo@iitileking.comaws§7
(¢ cynthia@tuncom.tw <ynthia@tun.comtw> 1, chloe@tuncom:w <chloe@tuncomw> 8, Ria' <ria@idn.pttuntex.com> ¥, ia@tkpftuntexcom <tia@tkptuntexcoms 3, laksana' <laksana@idnpttunter.coms &

Hi Clarissa,
Sorry but the picture is a bit blurred so | couldn't see the texture. The texture side s front side for DIC2W. Please help check and let us know if you have any question. Thank you!

Best Regards,
Sandy

From: Clarissa <clarissa@idn.pttuntex.com>

Sent: Wednesday, August 26, 2020 10:54 AM

To: Sandy Hu <sandy.hu@littleking.com.tw>; 'Pingping' <ping-ping@idn. pttuntex.com>; Beren Lee <beren.lee@littleking.com.tw>; Xantia Lin <xantialin@littleking,com.tw; loey Liao <joeyiao@Iittleking.com.tw>
Ce: cynthia@tun.com.tw; chloe@tun.com.tw; Ria' <ria@idn.pttuntex.com; tia@tk pttuntex.com; 'Laksana' <laksana@idn.pttuntex.com>

Subject: RE: ***SPAM*** RE: ***SPAM™** RE: SP22 PRESENTATION SAMPLES - CHINA

Hi Sandy,
Can you pls cfm for below fabric, which one is the FRONT side? Or is the sticker already carrect? we just wanted to make sure.
Note: the sender email is correct.

2. Asageneral rule, users should not click links or download files even if they come from seemingly
“trustworthy” sources.

3. Users should always be on the lookout for any grammatical errors and spelling mistakes.
Legitimate companies will often employ proofreaders and editors who ensure that the materials

they send out are error-free.

4. Users should not be frightened or intimidated by messages that have an alarmist tone. They
should double check with the company if they are uncertain about the status of their accounts.

5. Phishing emails are designed to be sent to a large amount of people, so they need to be as

impersonal as possible. Users should check whether the message contains a generic subject and
greeting, as this can be a sign of a phishing attempt.

Further information on this guideline can be obtained via Tuntex IT Service Desk

https://pttuntex.com/

E-mail: itsupport@pttuntex.com
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